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Abstract. In this study is presented a virtual environment similar to the Smart
cities, with the purpose of allow the user to interact with the different threats that
would be exposed by the use of IT in the daily life, looking with this grant to the
user a learning method in a real environment of the activities that are confronted
with the practices within a smartcity, in order to raise awareness in the user variants of attacks that are submitted, using inmmersive learning as a training
method. Cases of threats and vulnerabilities will be recreated with social engineering practices such as phishing, spoofing, wireless attacks and sniffers mainly.
This look for to get awareness of best security practices, likewise, raise awareness
that we are exposed alarming when it comes to use of technological resources as
a means of support for our daily activities.
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1

Introduction

The use of Immersive learning as a learning method [6] will be use in this study to act
as a way of training in good safety practices, regarding the use of tools presented by
Smart Cities to facilitate the lives of citizens of these. With the improvements brought
by these cities and the benefits also presented the risks exposed, since they represent
the opportunity for hackers to obtain information due to the bad security practices that
users of these services do. The present study presents several scenes that using Immersive Learning and Virtual reality will be present for try to teach users a model of good
security practices, to minimize the amount of risks to which they are exposed.
These scenes are performed simulating some situations involving good security
practices, such scene were done with 3dmax for the 3d models, Unity3d as game engine, and oculus is used for exposure in virtual reality.
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2

Background

The term Smart Cities is not new, it is a term that could be related to the intelligent
growth used by Bollier in 1998 [1], movement of the end of the 90 that used some terms
for the planning of the cities. The term evolved and was adopted by many companies
in the technology area from 2005 and today becomes a daily term, using the Internet of
things as a means for the development of these cities. This has brought impressive benefits to cities ranging from reduced resource use, reduced CO2 emissions to the environment, such as New York in 2007, to the exploitation of multiple transportation systems and the implementation of these practices in the Healthcare sector.
2.1

Social Engineering

Social engineering causes millions of dollars every year to be lost through this
method that cannot be detected or stopped and is based on the ability to exploit a basic
human characteristic: the tendency to trust. [2] Using high-quality social engineering,
combined with old exploit codes and some malicious PowerShell-based programs, the
Dropping Elephant group managed to steal critical data from high-profile diplomatic
and economic organizations related to China's foreign relations.

3

Proposed model

The proposed method to train people in the use of the most common stage where they
may have a security problem, were made in Unity3d and will be exposed in oculus. The
scenes created for these tests will be the following: Preventing Impersonating Attacks,
Use of automatic cash dispensers, Unsecured Wireless connections, Forms to provide
information on websites, Cellular network in secure networks.

4

Results

The result of this study will be evaluated through a security system using neural
networks and evolutionary algorithms, which will allow to verify the number of
incidents to which the users were vulnerable in this simulation, and with this will allow
us to strengthen said security system. In order to provide users with a framework to
obtain useful information on the cases to which more users were vulnerable.
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